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e ApXUTeKTypa UHPOPMaLIMOHHON NHPPACTPYKTYpbI
e [INCKOBbIE NOACUCTEMBI N UX OpPraHU3aLUmA
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* RAID
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Storage Centric Architecture
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BHYTpEeHHAA OpraHm3a
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BHYTpeHHAA opraHmn3auma A1C
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RAID - Redundant Array of Independent Disks
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<« ABCDEFGH,.

Server

Cepsep

npod. CmenaHckum P.J1. lon.rnasbl Komn. ceten: CX/

12



RAID =1
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RAID = 0+1
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RAID = 10
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HaknaaHble pacxoabl Ha 3annicb B RAID =4 mn 5
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RAID =6

e CoBpemeHHble anckm 1TB ¢ BER 107-15 => 100 TB ogHMM cekTopom 6e3 owmnboK He cumTaTb
e 10 anckoBbIx MaccnBoB No 16X1TB byayT TepaTb oanH maccms 1 pa3 B roa+
* PeXXum sKkcnsyataunm tenepb /X24
e RAID 6 ncnonb3yeTt 4ONOAHUTENbHbIN ANCK YETHOCTH
* YBenuyeHue 3aTpaT
* YBe/MyeHne BpeMeHn onepaumm 3anmcm 1 KoppekLmm

CpasHeHue cxem RAID maccmsos

RAID level Fault-tolerance Read performance Write performance Space requirement

RAID 0 None Good Very good Minimal
RAID 1 High Poor Poor High
RAID 10 Very high Very good Good High
RAID 4 High Good Very very poor Low
RAID 5 High Good Very poor Low
RAID 6 Very high Good Very very poor Low
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Caching — ycKkopeHune ANCKOBbIX XPaHUANLL

e Kauw Ha yposHe HD

* K3l Ha ypoBHe KoHTpoaepa AC npu 3anmcu
e [bKaow
e 34eCb rMaBHOE COXPaHUTb AaHHbIe B K3LW AaxKe npu oTkAtodeHunn nutanma (UPS)
e BarkHO A4 B0YHbBIX MPUNOKEHUN

e K3l ANA yCKopeHMAa YTeHMA KoHTpoanepom C



NHTennekTyanbHaa AMCKOBasA NoAcCUCTEMA
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CUHXPOHHOE N aCMHXPOHHOE 3epPKa/IMpOoBaHMe
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KOMBWHMPOBAHHAA CXxema YAaNEHHOIO

3€ePRaANTNPOBAHUNA
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LUN mackmnpoBaHuMe
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YCTOMYMBOC

e [laHHble pacnpeaenatoT no
HEeCKO/IbKMM ANCKAM C MOMOLLbHO
mexaHn3moB RAID u cHabxKatoT
N306bITOYHbIMU AaHHbIMMK (610KMK
YeTHOCTH).

e Ha Kaxxgom dusnyeckom amcke
AaHHble 3aKOAMPOBaHbI KOAOM
XemMmuHra. Kpome atoro guck
OCHaLlleH NoacUcTeMomn
CaMOAMarHOCTUKK, KOTOpaA
KOHTPO/IMPYET YacTOTy OLWKNOOK,
BMOpauuto wWnuHaena n 1.4,. 31o
NO3BONAET MPOAKTUBHO
NPOrHO3MpPoOBaTb OTKAa3bl AMCKA.

e KaKabl ANUCK NOACOEANHEH K
KOHTPOA/Iepy XOTA Obl Yepes ABe
BHYTPEHHME LWNHDI.

b pabo

e KoHTponep AUCKOBOWA
NOACUCTEMbI MOMKET ObITb
npoaybanpoBaH. Bbixoa ogHoro
3K3emnanapa, aBTomaTMyeckn byaet
aKTUBU3MPOBATb CAeayroLumit
3K3emnanap.

e [ly6nnpytotca UPS, cucteml
oxnaxkaeHua Tak xe. AC
NOAK/IOYALOT K Pa3HbIM
3/IEKTPUYECKMM CeTAM

e CepBep coeguHatot ¢ [1C yepes
HECKOJIbKO JINHUN.

e MrHOBEHHOE KONMPOBaHUe
MCMONb3YIOT OT JIOFTMYECKMX OLIMOOK.
Hanpumep, co3gaHne MrHoBeHHoOM
KOMWUM AaHHbIX Yepes Kaxabln Yyac.
Toraa B cny4dae c60A U YHUUTOMKEHUS
KaKoM-TO Tabauubl, OHa MOXKeET bbITb
BOCCTAHOB/EHa.

ocnocobHoctn ANC

* YaneHHoe 3epKanmpoBaHue
MCNONb3YIOT OT GU3NYECKOTO
YHUYTOXKEHUS NN NOBPEXKAEHUA
obopyaoBaHuA. B couetaHum ¢
MrHOBEHHbIM KONMPOBaHWeE 3TU
CePBUCHI FaPaHTUPYIOT COXPaHEHUE U
KOHCUCTEHTHOCTb AaHHbIX Aarke Ans
HECKONbKUX BUPTYa/iIbHbIX ANCKOB
AW ANCKOBbIX NOACUCTEM.

e LUN macknposaHue 3awmulaeT oT
HEeCaHKLMOHMPOBAHHOIO A0CTYNa,
ynpouwaeT paboTy CUCTEMHOTO
aAMWUHUCTPATOpPa, 3alWMLAET OT
cny4amHbix cboeB B paboTte
NPWUJIOXKEHUIN CEPBEPOB U UX
obopyaoBaHuA.
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Small Computer System Interface (SCSI)

— SCSI MByte/s Bus Max. no.
version MByte/s width of devices
— SCSI-2 5 8 8
] Wide Ultra SCSI 40 16 16
1 Wide Ultra SCSI 40 16 3
— Wide Ultra SCSI 40 16 4
Server Ultra2 SCSI 40 8 8
Wide Ultra2 SCSI 80 16 16
o Cable: SCS Ultra3 SCSI 160 16 16
e Protocol: SCSI Ultra320 SCSI 320 16 16
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Aapecaumsa ycTpomncTs Ha WwnHe SCSI
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Fibre Channel

e |/O KaHan
e CeTeBoe B3aMMOAENCTBUE

e Fiber Channel conparaem c IPI (Intelligent Peripheral Interface),
SCSI, HIPPI (High Performance Parallel Interface), ATM, P 1

302.2.

e Fibre Channel - n x100MbB/c npu annHax kanana 10 km u 6onee,
roe n — 4Yncno KaHanos. [lpedenbHaa CKOPOCTb nepedayn - 4,25

[boga.

e B KauyecTBe PU3NYECKOM Cpedbl MOXKET WCMO/b30BaATbCA
OAHOMOZOBOE WAM MYAbTUMOJOBOE OMNTUYECKOE BOJIOKHO.
[lonyckaeTca NpUMeHeHne MeaHOro KOaKCMasibHOro Kabena wu
BMTbIX Nap (Npu ckopocTsax 4o 200 Mb/c).



Fiber Channel

FC-0 onpegenaeT pusnyeckme xapakTepmUCTUKM MHTeEpPENCca 1 cpeabl, BKAOYana Kabenun, pa3bemsl,
npansepsbl (ECL, LED, na3epsbl), nepeaatymkm n npuemHmnkm. Bmecte ¢ FC-1 aToT ypoBeHb obpasyer
PU3NYECKMIN CON.

FC-1 onpenenaeTr metoa KoamMpoBaHusa/aekoamposanms (8B/10B) 1 npoTokon nepeaayn, rae
obbeanHsAeTCca Nepecblisika AaHHbIX U CUHXPOHU3NPYIOLWEN MHPOPMaL M.

FC-2 onpeaenaet npaBuia CUrHaAbHOMO NPOTOKOA, KNACChl YCAYT, TOMNOA0TMID, METOANKY
cermeHTaumu, 3agaet GopmaT KaZpa M ONUCbIBAET nepeaady MHGOPMaLMOHHbIX KaapoB.

FC-3 onpeaenset paboTy HECKOIbKMX MOPTOB Ha OAHOM y3/1e 1 obecneymsaeT obuime Buabl
cepBsuca.

FC-4 obecneunBaeT peannsaumo Habopa NPUKNAAHbIX KOMAH, M MPOTOKO/10B BblLLIEIEKALLETO
ypoBHA (Hanpumep, ana SCSI, IPI, IEEE 802, SBCCS, HIPPI, IP, ATM n T.4.)



FIBRE CHANNEL

Upper layer protocol (ULP)

+ Small computer system interface-3 (SCSI-3)
» Internet protocol (IP)

» Fibre connection (FICON = ESCON over Fibre Channel)

Fibre Channel level 2 (FC-2)

+ Exchange und sequence management
« Frame structure

+ Classes of service

+ Flow control

Fibre Channel level 4 (FC-4)

» Fibre Channel protocol mappings
» Fibre Channel protocol for SCSI-3 (FCP)
* |P over Fibre Channel (IPFC)
» Fibre Channel single byte command sets

Fibre Channel level 1 (FC-1)

+ 8b/10b encoding
* Ordered sets
+ Link control protocols

Fibre Channel link services
Fibre Channel fabric services

Fibre Channel level 3 (FC-3)

» Common sarvices
« Multiport devices

* Encryption/compression
* RAID

f\
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%

Fibre Channel level 0 (FC-0)

+ Physical interface
+ Optical and electrical interface
* Cables and connectors
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Tononormnm FC
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Touka-TouKa KonbLo c apbutpaxkem KommyTaTtop
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Fibre Channel: TMnbl nopToB

N-Port — nopTt onpegensaeTr XxapakTepuUCTUKM ANnAa cCoeaANHEeHMA Yepes KOMMYTaATOopP
mnn P2P

F-Port — nopT 4nAa NoAKNHOHEHMA K KOMMYTAToOpy
L-Port — nopT ana KcA

NL-Port — paboTaet Kak N Port nam kak L-Port. MoxXHO noakato4aTh NOPT Yepes
KOMMYTaTOPp MAK B KCA.

FL-Port — ona nogaknro4eHMA KOMMyTaTopa B KCA
E-Port — ana coegnHeHmna asyx FC KOMMYyTaTopoOB
G-Port — MoXeT HacTpamBaTbCA KaKk E nam FL B 3aBUCMMOCTM OT NOAKNOHYEHUA.

B-Port — ans coeanHenmna asyx FC kommytaTopos 4yepe3 ATM, SDH, Ethernet nawm
IP. Hanpumep gse FC SAN moryT 6biTb coegmHeHbl yepe3 WAN.



FC-0: pa3sbembl, Kabenm n KoanpoBKa

e CkopocTb oT 100 MbB/c no 106/c oxnaaetcsa no 206/c B ogHOM
HanpaBAEHUY

e EcTb ABa BMAa obopyaoBaHma Base 2 n Base 10
e [lepenaya nocnenosatenbHas

e BER =10712, T.e. ans nnHum 100M6/c owimnbKa He Yalle 4yem pas B
16,6 MUH. [1pOTOKO/Ibl BEPXHETO YPOBHA 418 0OHAPYKEeHMA OWnboK
ONTUMM3NPOBAHbLI NOA 3Ty BennYnMHY BER

 [IpenmyLLecTBa ONTUYECKOro Kabens



FC-1: KoaAMpOBKa, YrnopaaoYeHHble Habopsl,
VrpaBJeHne JTnHnen

e 8b/10b KogmpoBaHue

e Transmission words
e Data word: SOF, 4 bytes, EOF
e Ordered set: EOF K28.5, SOF

e YnpaBneHme AMHNEN



FC-2: nepenaya AaHHbIX

 OnpegeneHne pasmepa nepeaasBaemblx AAHHbIX
e Exchange — ceccus mexkay NOrMYECKUMM CYLLHOCTAMM (NpoLLecchbl)
e Sequence — nNocneaoBaTe/IbHOCTb KaapoBs
e Frame —ynpaBneHua n AaHHbIx (2 112 B)

* YnpaBaeHne NOTOKOM
e K/1acchbl cepBunca

Number of transmission characters

IN
IN
I
IN

-— —
4 4 4 24 0-2112 a4
UEJ . Data field
=)
=4 = R o
SEE = 2 |2
=|=|5 Optional =
=
| }:‘E = header Payload =)
w L i

End-of-Frame
Fill word
Fill word
Fill word

N

Including

= Frame Destination Address (D_ID)
Frame Source Address (S_ID)

Sequence ID

Number of the frame within the sequence
Exchange ID
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YnpaBsaeHne NoTOKOM

* KpeanTHaA cxema
e E2E flow control (2)
e Link flow control (1)

Eocooooooooooo] Eooccococoooomog
| s == X 22%
Fibre Channel Fibre Channel i ]

Iaaaea]
erver switch switch Disk

o) @y

n
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Knacc 1

Knacc 2

Knacc 3

Knacc 4

Knacc 5
Knacc 6

Knaccbl 06CnyKMBaHUA

CoeanHeHne To4yka-Touka (end-to-end) mexay noptamum TMna n_port Yepes KOMMYTALUIO KaHaNoB.
Knacc ypobeH pna ayagMo wn BWUAEO NPUIOKEHWUN, Hanpumep, BUAeoKoHPpepeHuun. [locne
YCTaHOBNEHUA COeAMHEHMA UCMONb3YEeTCA BCA AOCTYMHAA NOJ0CA MNPOMYCKAHMA KaHana. pu atom
rapaHTUPYETCA, YTO Kaapbl OyayT NonyyeHbl B TOM Ke nopsaake, B KAKOM OHM Bblam nocnaHbl. Ectb
ynpas/ieHMe NOTOKOM.

be3 ycTaHOBNEHUA COeAMHEHMS C KOMMYTaUMEN NaKeToB, rapaHTUPYIOWMIM AOCTaBKY AaHHbIX. [opT
MOXET B3aMMOAENCTBOBATb OAHOBPEMEHHO C /t0ObIM 4YMCAOM MNOPTOB TUMA Nn_port B pexume
aynnekc. He rapaHTupyetca nopAaAoK AOCTaBKM KadpoB, Kpome coegunHeHnAa P2P uvnm KcA. Ectb
ynpaB/ieHNE NOTOKOM. ITOT KNACC XapaKTepPeH AN1A I0Ka/IbHbIX CETEN, rAe BPemMA AO0CTaBKU AaHHbIX HE
ABNAETCA KPUTUYECKUM.

ObmeH gentorpammamm 6e3 yctaHOBEHUA coegnHeHna u 6e3 rapaHTum AocTaBKkKu. ECTb ynpasieHne
noToKoMm. [TpnmeHaeTtca ana KaHanos SCSI.

ObecneumBaeT BblaeneHWe oOnpeaesieHHOM A0AN NPOMNYCKHOM CNOCOBHOCTM KaHana C 3a4aHHbIM
KayectBom o0bcnyxuBaHma (QoS). TonbKo Ana TOMONOrMKM  CTPYKTYpa MmaTtpuua ¢ n_port.
[apaHTMpyeTCA NOPALOK AOCTAaBKU KaapoBs.

PernameHTupyowme JOKYMeEHTbl HAX04ATCA B npouecce NOAroTOBKN.

MpeaycmaTpuBaeT rpynnoBoe-06CcnyKmMBaHME C KOMMYTaLUMUEN.



FC-2 Knacc 2
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Switch 1
FC-2

Switch 2
FC-2

FC-2: knacc 3

Storage  Storage

FC-2 FC-4 Servar  Server
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Y anene ""h B
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* ..............
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FC-3: cepBuChl

e PacnpegeneHuve Kagpos MO MapLUIpyTam MeXKay MHOTO NOPTOBbIMWU YCTPOMCTBAMM
ONSA YyBEANYEHMA NPONYCKHOW CMOCOHBHOCTU

o DOpMMPOBAHME NOTUYECKUX TPYMNMN MAPLLUPYTOB A8 YNPaBAeHUs NepenoiHeHus
Ha MapLUpyTe nam cbos, YTobbl He 3arpy»KaTb BEPXHNE YPOBHU CTEKA.

* Komnpeccuna nepesaBaemMblx AgaHHbIX (Ha HBA)
e llInpposaHune aaHHbIX (Ha HBA)
e 3epKannpoBaHue

[TOKa 3TO B naaHax



CAy»KObl IMHUN: OAEHTUOUKALMA U adpeca

Server Server Swwirtch 1 Switch 2 Storage Storage
FiC-4 FC-2 FC-2 FC-2 FC-2 FiC-4

Falb nc | Login__

Fa I:lrh:: Lo gm - FEI bric Login OK

Port Lng
. e - p rt
R otkegin . Port Login
S e s e L -
For Logim | E'I'
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r-.'DH. Port Login |

Port Login U1 |l
Frocess P
'—':"Qi-f-'imh'"“ rDEﬁE-E--IT-'?Q_'_r:'_...} F'n:-c:ess Login P
mES . e e ..__.b_ .. rDE:EES LDgln

' el FrOcess U

Logim
ProCcess
ess. Login OK. - et .
Process Login OK__ Lg.- F VO - ogin OK

Process L-Dglr'- {_3*_"; ™ et

Process Jd—

< 5gin OK
SCSI A
—» FCP A
""" Sequem::; T F
uence 1 Frame 'I':-_ Sequence 1 Frame 1 Sequence 1 F

Sequence 1 Frame 2. len . s RN 1 Frame 1
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Andpecauna

=i Switch 1 Switch 2
A 0 T 7 0 T 7 A
* /iImeHa n agpeca B FC = Disk
AP = 5 i B i B
* V Bcex yctpoicTs FC ceTn ecTb 64 6uT. = i an B
MMEHA L1 LA
Server 1 ] 4 3 4
e WWN vs FCN —] ——
e WWN: WWPN. WWNN
e FLOG — 24 bit port address E— =
e SIDvsD ID e — —
- - Server 2 Server 3
* KcA 8 bit AL_PA (Arbitrated Loop Physical
Add I’ESS) Port ID | WWPN WWNN Device
010000 20000003 EAFE2C31 |2100000C EAFE2C31| Sexrver 1, Port A
010100 20000003 ClOE8S8CCZ |2100000C EAFEZ2C31| Sexrver 1, Port B
010200 | 10000007 FE667122 10000007 FE667122| Server 2
010300 | 20000003 3CCD4431 [21000008 EA331231| Server 3
020600 20000003 EAFE4C31 | 50000003 214CC4EF| Disk, Port B
020700 | 20000003 EAFESC31 50000003 214CC4EF| Disk, Port &
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CepBUCbl KOMMYTALMOHHOW Cpeabl

KCC Hy*HbI 414 ynpasieHunAa
MHPPACTPYKTYPOMN M NnoTokamm B FC

Bce cepBUCbl UMEOT peanmnaytoT
onpeaenéHHble cepsepa, KOTopble
MMELIOT CTPOTro onpeesieHHble agpeca.

FLOG cepBep oTBeYaeT 3a 06paboTKy
Bcex Bxoaauwmx fabric login request

3a Bcemun mameHeHmamm B FC cetm
cneaut fabric controller

Name server —oTBevaeT 3a b/l Bce nmeH
N Port’os

npod. CmenaHckum P.J1. lon.rnasbl Komn. ceten: CX/

Address Description

OxFF FF FF Broadcast addresses

OxFF FF FE Fabric Login Server

OxFF FF FD Fabric Controller

OxFF FF FC Name Server

OxFF FF FB Time Server

OxFF FF FA Management Server

OxFF FF F9 Quality of Service Facilitator
OxFF FF F8 Alias Server

OxFF FF F7 Security Key Distribution Server
OxFF FF F6 Clock Synchronisation Server
OxFF FF F5 Multicast Server

OxFF FF F4 Reserved

OxFF FF F3 Reserved

OxFF FF F2 Reserved

OxFF FF FI Reserved

OxFF FF FO Reserved
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Operating
system

Parallel
SCSI

Parallel
SCSI bus
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FC-4. ULP

Operating
system

Interface

Communication
protocol

Medium

Operating
system

Fibre Channel
FCP

Serial
Fibre Channel
network
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Fibre Channel SAN

e P2P —FC go 10 km, SCSI He bonee 25 meTpos

e SCSI—menb, FC - onTrKa

MKC

100,000

10,000

1,000

100

10

, LI |

RommyTtatop 10 km amHma ANC —npomax AlMC nonan



Tononorna KOMMyTaUMOHHOWM cpeabl (fabric)

f— D

—_ Disk 1 — Disk 1
h Fibre ‘\ Fibre Fibre

erver Channel 1 Channel Channel

switch switch switch

Disk 2

B B —  Disk 2

w
@
<
@
N

L
Bt
) (o]
[k
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§
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Disk 3

Disk 3

Server 3

ow
[18}
E|
®
(%]
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KCA Tononorus

".‘ Fibre
' Channel
switch

Fibre
Channel
fabric

Fira Channel hub Fira Channel hub
=

«««» | ogical Fibre Channel arbitrated loop

—— Physical Fibre Channel cabling
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Metro SAN v [P FC SAN

— i

0—7 0__7

un T -

— a1 L]
—— nn | T ;
= IR = & o = Disk
——E I 3 3 3 4
Server Fibre " ' Fibre

Channel ,| Channel _

switch — switch Hb(r;:fe I’;il;nel-

Link Link g
extender T extender

IP/DWDM/ATM/SONET
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CoeamnHeHune FC SAN yepes TCP/IP marncrtpans

NL-Port NL-Port NL-Port NL-Port

al IP backbone .

Fibre Channel
SAN

Fibre Channel

FCIP SAN

FCIP
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B kKayecTBe 3aKA4YeHna:
HOBble TOPU30HTDI




TeHOeHUUn pa3BUTUA pbiHKA MHGOPMALMOHHBbIX

MobunbHOCTb

GSMA
2014, mnpp,
7,24

7’22 -
7,2
718 I

Kon-Bo ntoaen Ha Kon-Bo cmapTdhoHOB Ha
nnaHete nnaHete

KoHconnpauma nHppacTpyKTypbl

80
60
40

Temnbl POCT pbiHKA Ao 2020 roaa, %

BMPTYyaNIM3MPOBaHHbIE CUCTEMDI
cetesoe obopyaosaHue |

0 5

10.12.2015

10

TexXHOJ10MMm

BupTyanusauyma

AaTa-ueHTpbl, %

BupTyanuamnposaHHbie
pecypcsbl

2005

15 20

2009

25

A0XoA4bl OT 06nauHbIX Bbl‘-IMCI'IEHMﬁ, MJTH

14000
12000
10000
8000
6000
4000
2000
0
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TenaeHuMn pa3BUTUA PbIHKA MHPOPMALIMOHHDIX
TexHO/1I0Mmm

Big Data O6bem creHepupoOBaHHbIX AAHHbIX HA NaHeTe, 3eTTabanT LieHTpbl 06p360TKM AaHHbIX

e = B 2014 rony 06BbEM MMPOBOrO PbiHKA KOJOKaL MK B

40 LIOdax coctasun $22,8 mapa. Obuas naowais
20 - pasmelleHnsa obopyaosaHua goctmrna 10,13 KB. KM,
(451 Research)

0
2012 2020
= Obulee ymcno Aata-UeHTpoB Bcex Tmnos B 2017 1.

B O6bem CreHepuUpoOBaHHbIX AaHHbIX Ha MJIaHETE, 3eTtTabant
BbipacTeT 40 8,6 MaH (IDC)

Bcero c Hayana 2010 r. o6bem xpaHMMbIX AaHHbIX Bbipoc B 50 pas

Tenekom

= Ka)kablM U3 nonb3oBaTenemn rnobanbHoOM ceTn reHepupyeT bosblle TpadurKa, Yem BCA
BcemunpHaa naytnHa 30 neT Hasag,

= B 2014 roay nHTepHeT-TpadpuK BbIPOC, N0 cpaBHeHMO ¢ 1984 rogom, B 2,7 MUAANAPA0B Pa3
(Cisco)



N3meHeHne busHec-Mmoaenu

PEHTABE/IbBHOCTb BM3HECA

[MpoMblILL/IEHHOE NPOM3BOACTBO
JHeproaobblya
TAakenaa u nerkasa NPoOMblLW/IEHHOCTb

PEHTABE/IbBHOCTb BM3HECA

OnepaTop CcBA3MU
NHTepHeT npoBanaep

JoCTyn K «TPaHCNOPTY» A0AXeH bbiTb 6ecnnatHbIMm,

NNATHbIM AO0N1XKEH CTaTb KOHTEHT U YCNYyru.

UHdopMaLma o nonb3oBaTene:

"  }Icnonb3oBaHMe: NoCellaeMble CalTbl, 3BOHKM 1 cOObLLEHMA
(BK/IOYAA TMN COOOLLEHNI N NX YACTOTY);

= [eorpadpua: rae HaxoanTca MOBMAbHOE YCTPOMCTBO B
KOHKPETHbIM MOMEHT (YPOBEHb TOYHOCTM MOXKET Pa3HUTLCA OT
paoHa K panoHy);

= Jlemorpadus: oxoa 4OMOX03AMCTBA, YNCI0 M BO3PaCT
NPOXKMBAKOLWMX AETEN;

"  YpoBeHb A0X0Aa: TaPUPHbIM NaH, UICTOPUA NAATEKEN, NaTTEPH
COBEpPLUEHMA NMOKYMOK;

" MynbTNNaTGOPMEHHOCTb: MCNONb30BaHME AAHHbIX HA PA3HbIX
YCTPOMCTBAX M TMNax NnoAakAtoYeHus K cetn (3G, WiFi n 1.n.).

2011 - AT&T — 3anyck noapasgeneHuns AdWorkds: noaaepKa Lenesom
peKknambl B web, mobunbHom cpeae n TB.

2013 — AdWorks oTKpbIBaeT A0CTYN K aHann3y AaHHbIX 70
M/IH.MOb30BaTeNneN.

2012 — Verizon - 3anyck nHmnumatumebl Precision Market Insights —
[0CTYN K MOBUIbHBIM AaHHbIM NOAb30BaTENEN AN1A MAPKETUHIOBbIX U
PEK/TAMHbIX KOMMNaHUMA.



SDN 1 NFV : cxoxecTn 1 pasnmnyima

¢ 2007 rona

NT :> SDN

Network
applications with

Open API presents abstract, global necwork view

SDN Controller

Open methods for gonfiguriRg mpacket forwarding
rl A ~

¥
#

User plane

tfrar] e, BROCADEB

CISCO.

NETWORKS

simple, scalable,
uniform physical
infrastructure on

Xbigswitch JUNIPE[  svernet sverswnere

¢ 2012 roga

Tenekom :> NFV

Network Operating System

virtual architecture is distributed
across the physical infrastructure

&) Deutsche O
- v\_/ catet = = =)= Telekom mmmuﬂm!ul. t

CONTEY(TREAM

>»
SONus Metaswiich

2., Networks
NETWORKS =) nuagenetworks
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Cumbunos SDN n NFV

Tenekom

MNonpueTapHble
annapaTtHble
cpeacTsa

[opu3oHTaNbHaA
ApPXUTEKTYpa

YHacnegoBaHHoe
obopynosaHue

NFV
SDN
Cloud
APIs

nT

Open Flow

Overlay

IP
OpenStack

Data center

Storages

10.12.2015

o -
NFV
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[Tonmep 1 cueHapuA
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[Tomep 2 cueHapuA
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SDN & VPN

SDN/VPLS Architecture

"'| €«—FIB
CUSTOMER A
SITE 1
OF

CE switch ﬁyf >

_ CUSTOMER B
VPLS A SITE 2
links
|
OF
switch 7
CUSTOMER B
SITE 1

CUSTOMER A

SITEZ2
Page = 7

NcTouHumk: S.Konstantares, G.Thesolonikets Software Defined VPNs. University of Amsterdam, 2014
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[Tonumep 3 cueHapua SDN n NFV

MOEWNBHOE
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_EPC
L & /
RNC/BSC

¢
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g & 4 D II [;
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o # .
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aaPo )
EPC :1h
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Optical Transport Networks

BupTyanbHble ceT Ha 6a3a OTN

BupTyancHasa

onmnueckas cete A @

BuptyansHas
onTUYeckan ceTs B

BupTyaneHan

;77

[edparmeHTHMpoBaHME 3arpy3KnN IMHUA

ontuueckaa cete C @

w
WNudpacTpyKTypa /

<&

e

mmﬁ' e
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Use-Case: Mobile SDN

CepBUCbI U NMPUNTOXKEHUS

MOCTOAHHO YCIMOXHSAKLLEECS e o
HenpeasuaeHHOE NoBeaeHWe YCTPOoMCTBa

PacwumpsawoLwmninca guanasoH YCTPOWUCTB,
TMNoB gocTtyna, backhaul-texHonormm m _ ~ Mobile Naas
npoBangepos . Network control &
P aep Big Data & . .
i automation, meta-policies
analytics

Fibre

Ethernet

BuptyanusmpoBaHHblie MoOKnnbHblie “smartcores”™ Ha ocHoBe NFV
ana aocTtyna aesalicoB, cepBUCOB Ha obLwel nHhpacTpyKType,
BT NOCTRPOEHHOW HAa MHOFOTEHaHTHOM “UHppacTpyKTYpa Kak cepeuc”

Compute
SDN SDN
NFV NFV @
Core Transport

McTouHmK: Revolutionisingmobile networks with SDN and NFV / Cambridge Wireless Virtual Networks SIG, Philip Bridge, Senior Network Architect at EE, 2014
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Use-case: Transport —SDN

MLWC Optimizer MLWC - Activator MLWC - Planner

MLWC
NpUIoXxeHnsa

SEIEE Cloud =] dband
ou roadban
‘gwle_l s cmentﬁ:k Service
olicy ontrofier Controller
~ Controller

Segment Routing & I

&P

OocTtyn Aapo

KnuneHTbl CBasb Obnako

McTouHuk: Telefonaktiebolaget LM Ericsson 2015 | MPLS SDN World Congress & NFV/SDN Summit 2015, Paris
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Use-case: SDN-6e30nacHOCTb

expectations Advanced Analytics With Self-Zensce Delery

‘ Internel of Things
Srmart Advisors Speach-io-Speadh Translabon
Micra Data Cenlers Machne Leaming

Wearables

CryploCuUmencies

Congumer 30 Prinling
Matural-Language Guestion Answemng

Digital Desterity
Software-Defined Security
Meurabusiness

CHinen Dl Scienc
Binchips

loT Plationm

Conneded Home

Affpctae Compuling

Srmar Robols

30 Bloprinting Systems for Organ Transplam
Volumetric Displays

Hurnan Augrnentation

Brain-Compuier interface

Cuantum Comgputing

Hylorid Clowd Computing

Augrnented Reality
Geshure Conlrod

Vifual Reality

Bigacoushc Sensi
" Audonarmous Field Vehicles

Crplacumency Exchanga

People-Literate Technology
Digial Security
ionatSecurity = mual Personal Assistants
Smart Dust
£ Peak of
Innowvation Trough of
Inflated o o B Slope of Enlightenment
Trigger Expeciations Disillusionment

time
Plateau will be reached in:
Clessthan 2years ©2toSyears @ 5to10years A morethan 10 years

NcToYHUK: Gartner (2015)
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Enferprise 3D Printing

A5 of July 2015

Plateau of
Productivity

|

obsolete
% before plateau
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SDN - 6e30nacHOCTb

LINK_TABLE_NAME = controller_link

LINK_ID = 00:00:00:00:00:00:00:01-2-00:00:00:00:00:00:00:02-2
LINK_SRC_SWITCH = 00:00:00:00:00:00:00:01

LINK_SRC_PORT =2

LINK_SRC_PORT_STATE = @

LINK_DST_SWITCH = 00:00:00:00:00:00:00:02 Link 1

LINK_DST_PORT =2

LINK_DST_PORT_STATE = 0

LINK_VALID_TIME = 1390964347029

LINK_TYPE = internal

LINK INFO FROM DB : Count = 2
LINK_TABLE_NAME = controller_link

LINK_ID = 00:00:00:08:00:00:00:02-2-00:00:00:00:00:00:00:01-2
LINK_SRC_SHITCH = 00:00:00:00:00:00:00:02

LTNK_SRC_PORT =2

LINK_SRC_PORT_STATE = 0 Link 2

LINK_DST_SHITCH = DO:00:00:00:60:00:00:01

LINK_DST_PORT =2

LINK_DST_PORT_STATE = @
LINK_VALID_TIME = 1390964347026

2014-05-12 09:26:33.219 PDT [Statistics Collector] DEBUG o.o.c.p.o.i.InventoryServiceShim - Connection service
accepted the inventory notification for OF|00:00:00:00:00:00:00:02 CHANGED

2014-05-12 09:26:34.217 PDT [Statistics Collector] DEBUG o.o.c.c.internal.ConnectionManager - updateNode: OF |08
:00:00:00:00:00:00:03 type CHANGED props [Description[None]]

2014-85-12 09:26:34.217 PDT [Statistics Collector] DEBUG o.o.c.s.internal.SwitchManager - updateNode: OF|06:00:
00:00:00:00:00:03 type CHANGED props [Description[Mone]] for container default

2014-85-12 09:26:34,217 PDT [Statistics Collector] DEBUG o.o.c.p.o.i.InventoryServiceShim - Connection service
accepted the inventory notification for OF|00:00:00:00:00:00:00:03 CHANGED

2014-05-12 09:26:51.791 PDT [SwitchEvent Thread] DEBUG o.o.c.h.internal.HostTracker - Received for Host: IP 18.
9.0.1, MAC 000000000001, HostNodeConnector [nodeConnector=0F|1@0F|00:00:00:00:00:00:00:01, vlan=0, staticHost=Ff
alse, arpSendCountDown=0]

2014-05-12 089:26:51.794 PDT [Thread-37] DEBUG o.o.c.h.internal.HostTracker - New Host Learned: MAC: 80000000000
1 IP: 10.0.0.1

2014-05-12 09:26:51.794 POT [Thread-37] DEBUG o.o.¢.h.internal.HostTracker - Notifying Applications for Host 10
.0.8.1 Being Added
2014-85-12 09:26: 51 795 PDT [Thread-37] DEBUG o.o.c.h.internal.HostTracker - Notifying Topology Manager for Hos
t 10.0.0.1 Being Added Call a xit Function
2014-85-12 99:26:51.796 PDT [SwitchEvent Thread] INFO o.o.controller.attack.crash.Crash - [ATT&CK CRASH] Packe
t Received
2014-05-12 09:26:51.796 PDT [SwitchEvent Thread] INFO o.o.controller.attack.crash.Crash - [ATTACK.CRASH] Syste
m.exit() called
2014-05-12 09:26:51.798 PDT [Listener:59957] DEBUG com.arjuna.ats.arjuna - Recovery listener existing com.arjun
a.ats.arjuna.recovery.ActionStatusService
2014-85-12 09:26:51.798 PDT [Thread- 11] DEBUG org.jgroups.stack.GossipRouter - ConnectionHandler[peer: [127.0.8
.1, logical_addrs: localhost-12306] is being closed
5814 -85-12 09:26:51.805 PDT [Thread- 11] DEBUG org.jgroups.stack.GossipRouter - router stopped

OpenDayLight has 2N Cras

LINK_TYPE = internal
T 1 I - Vo [
w - [ATTACK] LINK INFO FROM DB : Count = 1
W - [ATTACK] - === m e e e e e e e e e e e
wi - [ATTACK] LINK_TABLE_MAME = controller_link
w - [ATTACK] LINK_ID = 00:00:00:00:00:00:00:02-2-00:00:00:00:00:00:00:01-2
w - [ATTACK] LINK_SRC_SWITCH = 00:00:00:00:00:00:00:02
s - [ATTACK] LINK_SRC_PORT =2 Link 2 Only
w - [ATTACK] LINK_SRC_PORT_STATE = @
w - [ATTACK] LINK_DST_SWITCH = oo:aa:ao:aa:@a:aa:aa:a1lJr1k 1 has been deleted
w - [ATTACK] LINK_DST_PORT =2
s - [ATTACK] LINK_DST_PORT_STATE = 0
w - [ATTACK] LINK_VALID TIME = 1390964347026
wi - [ATTACK] LINK_TYPE = internal
T Y 1 /-1 4 T T

-
[ATTACK] Access InternalDB :

delete Link Infermation

UcTtounuK: KAIST Atto Research Korea, 2014

10.12.2015

in] DEBUG n.f.core.internal,Controller - OFListeners for PACKET_IN: net.floodlightcontroller.attack
in] INFO n.f.core.internal.Controller - Listening for switch connections on 0.0.0.0/0.0.0.0:6633

w 1/0 server worker #1-1] INFO n.f.core.internal.Controller - New switch connection from /127.8.9.:
w 1/0 server worker #1-2] INFO n.f.core.internal.Controller - New switch connection from /127.0.8.:
w T1/0 server worker #1-1] DEBUG n.f.core.internal.Controller - This controller's role ts null, not :
w 1/0 server worker #1-2] DEBUG n.f.core.internal.Controller - This controller's role is null, not «
w 1/0 server worker #1-2] lNFL) n flpod'l\ghttontmller atta(k (raah [ATTACK] Crash Application
~/floodlight-6.98% i

at net.floodlightcontroller
at net.floodlightcontroller

19:52:44.229 [New /0 server worker #1-1] INFO n.f.attack.Menoryleak - [ATTACK] Memoryleak Application
19:52:44.361 [New [/0 server worker #1-1] kRF(DR n. F core. lnt(‘r’ml [untrnﬂ.nr Error while processing me
Java.lang.OutOfMemoryError: Java heap space F

at net.floodlightcontroller.

attack. nenm,l.eek leceLuc(P\Er’ury'Edk java: :9) ~[floodlight. jar:na]

.core. internal.Controller .handleMessage(Controller . java: 1285) ~[flood
.core. internal.Controller$0FChanne LHandler . processOFMessage(Controlle
at net.floodlightcontroller.
at org.jboss.netty.handler. timeout.IdleStateAwareChannelUpstreamHandler .handlelpstrean(IdleState
at org.jboss.netty.handler. tineout.ReadTineoutHandler q

core. internal.Controller$0FChannelHand ler . messageReceived(Controller

eived(ReadTi ler.java:18

usg;) 18:22:24.972
18:2

Ar
+

Sprr\gusgiEx-mdchhreJc 4] TRACE n.b.learningswitch. m'mngS:ir:" - S'ar‘mq
—thread-1] TRACE n.b.1

eé'nanSII.lCH LearningSwitch - [ATTACK] Crash Applicatio

it func

PacketIn®, handle In)

spox.py monitoring cr

thread-1] TRACE n.b. eseraas
zad~ E arT

-thread-1" java
troller. learningsa:
troller, cor t

t urren
at java.lang.T read run( Thread 1aua 724)

. Learningswitch = |ATIACK ]
.LearningSuitch - |ATTACK]
.LearningSwitch ATTACK |
LearningSuitch - [ATTACK|
LearningSwitch — [ATTACK]
ng.OutOfNemoryError: Java heap space
ngSwitch. receive(Lears

34!)7690 toti
.ABJ/E@G toti
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SDN - 6e30mnacHOCTb
Yctpoiictea OF cetn — Data Plane

* YA3BMMOCTW NPOrpammMHOro obecneyeHus

¢
I

e ObecnevyeHune 6e30MaCHOCTN KOHTPOANEPA

a. HEYCTOMYMBOCTb KOZA K BHELUHWM BO3LEUCTBUAM * KomMmnpomeTtauma KOHTpO1epa NO3BOIAET aTaKYOLWMM YNPaBATb
b. Koa c yA3BMMOCTAMM BCeW ceTblo

e ATaKM C MCNOb30BaHMEM BPEeAOHOCHOIO KOAa  DDOS aTaKu Ha KOHTpO/Nep

* DDosS ataku * [loaaenbHbIM KOHTPOEP MOXKET N3MEHATL TONOJIOTNIO CETH

* ATaKa ceTeBbIX yCTPOMCTB U3HYTPU CeTU e CTpornm mexaHmam ayTeHTuduKkaumm ana goctyna k SDN-

e BpenoHOCHble ycTpolicTBa B OF-ceTu ROHTPONNIEPY

* |lenoCcTHOCTb KOHTPOINEPA

KaHanbl cBA3n
e BHeapeHue HexenaTenbHoM MHPOPMaLMK B KOHTPOANEP
B kaHanax Open Flow ncnonbsytotca SSL/TLS, HoO Control Plane

AdaHHbIE MPOTOKO/1bl HE ABJ/IAKOTCA 06a3aTeNbHbIMMU

TpebyeTca obecneyeHmne besonacHocTn control plane, ynpasneHue

° AYTeHTV]CI)MKaU‘Mﬂ MeXKay KOHTPONEPOM U OF aBTOpM3aLl,l/IeM AOCTyMNa AN1A CETEBbLIX |‘|pW‘|O>K€Hl/IM
yCTpOMCTBaMU e TpebyeTcs ayTeHTUOUKALMA AOCTyNa NPMUAOKEHMN Ha control plane
 DDOS aTaku — NoAAepKaHue HacbILLEeHHOCTY KaHana e CeTb fomkHa obcnyxmnsatb TpeboBaHMA BU3HEC MPUNOKEHUI, U
NOTMKa AaHHbIN NPUAOKEHNI onpeaensaeT cnocobbl obecneyeHms
6e30nacHOCTH
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ROHBEpreHTHaA CeTb

CeTeBble

> SDN control

npunoXeHnA

92

NFV management and orchestration ¥
KOHBEpFEHTHbIE npunoxeHnAa

(Service platforms, OSS/BSS D >

v, ——
NN A
\‘h._..-l" Y
VNF

AuHaMHU4Hble pacnpegeneHHLIA Ha

<

VNF

CDCPEHOTO'—I&HHbIﬁ B
CeTH gaTa-ueHTpoB

nporpamMmmMHO- rpaHiue obna4Hor
KOHpUrypupyembie ceTH
VPN

Telco Central
IP/onTU4ecKne Cloud Services/
ceTH vINFs

Telco Central
Cloud Services/
vINFs

CeTeBoe sgpo

All-IP/Optical y
ONTUMMM3IMPOBaHHbIN |
npoBogHOn/ - i (G (G * .lt,

SecnpoBoOHOM OOCTYN

ObopynosaHUe KOHeYHOro
nonb3oEaTtens

E2E QoS

MUcTouHmK: Bell Labs Alcatel Lucent «Reshaping the future with NFV and SDN», 2015
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MHbPOopMaLMOHHas ceTb VS KoMnbloTepHana CeTb

Information Centric Networking

UHTepHeT cerogHA

AKLEHT Ha

B coBpeMeHHOM MHTEepHeTe
JOMUHMpPYOLLAA GYHKLNS
— IOCTYN K MHpOopMaLnm!

Information Centric Network

®oKyc Ha 0bbeKTax
MHPOPMaLUK

Evolution
v N

CDN P2P

BakHble TpeboBaHuA:

10.12.2015

AOCTYM K HAa3BaHHbIM PECYPCaM, a HE XOCTaM

MacliTabupyemoe pacnpeaeneHume yepes
PEenIMKaLMIO N K3LLMPOBaHMeE

XOPOLIMA KOHTPOIb Pa3peLLatoLLLEen
CNOCOBHOCTM MapLUPYTM3aLLMM M A0CTYNa

npod. CmenaHckum P.J1. [lon.rnasbl KOMM. CETEMN:

C noBcemecTHbIM KawmnposaHnem, HO ana scex
NPUAOXKEHUN U ANA BCEX NOJIb30BATENEN U
NpoOBanaAepPOB KOHTEHTA!

cxA 74



MpenocTaBneHne NponyckHon CnocoGHOCTY

no TpeboBaHmIo

PaclwmnpeHne BO3MOXHOCTI ynpaBneHus
nonb3oBaresnieM BUPTyasibHbIMU CETAMM
(TeHaHT)

QnacTuyHasa NponyckHasi CnoCoBHOCTb,

yuuTbiBalOLLas «B3PbIBHOM» Tpaduk

OnTummnsauma kayecTsa O6CJ'Iy>KVI BaHUA

CepBUCOB B peXnMe pearibHoro BpemMeHn 1 B

3aBNCMOCTU OT KOHTEKCTa

BbicTpoe pa3sepTbiBaHME U
KOHoUrypupoBaHue MH(popMaLMOHHbIX
pecypcoB npeanpuaTus

Bo3aMOXHOCTb BbICTPON KOCTOMU3aLMK
cepsuca

Cbep,epau,vm ANHaMNYECKUX BUPTYyalibHbIX

ceTeu OT pasHbIX OrnepaTtopoB

KOHTeKCcTHaga onTuMmnsaunst KadecTtsa
CEPBUCOB B PEXMME pearnbHOro
BpPEMEHM

CepBucbl besonacHocTu: firewalls, IPS.
IDS n 6e30nacHOCTb KOHEYHbIX
nonb3oBaTefien

laas: BblYUCIIEHNE, XPAHEHME U
«pabouunmn cTon» Kak cepBuc

CeTeBble oyHKUMN Kak cepBuc (VIMS un
VEPC)

CBSI3HOCTb NOAKMHOYEHHOrO
npeanpuatnsa: SD-VPN v BupTyasnbHble
CPE cepBuchbl

UcTouHmK: Bell Labs Alcatel Lucent «Reshaping the future with NFV and SDN», 2015

[ToTeHUManbHble HoBble HULWKM Ana SDN n NFV

«Ecnun B 80-e roabl rnaBHbIM ObINO Ka4ecTBO,
a B 90-e — penHxXnHunpuHr, To 8 2000-e
r1aBHOE - CKOPOCTb».

Bill Gates, Microsoft

«To, HACKO/IbKO DbICTPO Bbl MOXKETE
afanTMpOoBaTb CBOM LIeIN, Iy4lle BCEero
XapaKTepmu3syeT Bally KOMMNaHuto. [1osTomy
HaZl0 NPUBMBATL JIIOAAM BKYC K NepeMeHam.
Haz0 roBopuTb O NepemeHax nocToAHHOY.
Jack Welch, General Electric



BOPOChHI?

LLEHTP
MPUKANAAHDIX
HCCAEAOBAHHH
KOMIbHTEPHbIX
CETEK

e @
hieis  http://arccn.ru/ smel@arccn.ru

@ +7 (495) 240-50-63 y @ArccnNews
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